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SOFTWARE SYSTEM SAFETY

Optimizing Safety Throughout all Phases of the System

Software System Safety is the application of rigorous methods and analyses to the Capabi I ities
software that controls hardware hazards. It typically requires application of system

engineering, software engineering, and safety engineering principles, and brings the = Plan/implement software
different engineering disciplines together to focus on how software affects the system safety programs

safety of the system. Software System Safety defines the safety requirements for
software developers and assures the implementation and compliance with those
requirements.

= Perform and evaluate hazard
analyses

= Secretariat for software system

APT’s Software System Safety Process B ——
A proven Software Safety Program.This process has been successfully applied to = Perform independent software
major DoD programs and is currently implemented on the Ground-Based Mid- safety assessments

course Defense (GMD) program.This process includes the following steps:
= Plan/Implement software safety

I. System Concept Refinement 3. Software De§ign, Code, and ST preE
Phase — Identify Implementation Phase

2. Software Requirements and 4. Software Test, Verification, and = Conduct software system
Architecture Development Phase Validation Phase safety training
— Identify & Assess 5. Software Release Phase

Team: Program Management, System Enginee System Safety, SW Safety, SW Developers, SW Testers, V&V, SW

Quality Assurance, Configuration M ement, User C u sto m e rs

= Lockheed
= jRobot
= AMRDEC-SED
1. System Concept 4.Test V&V o NLOS-LS
Refinement
Monitor Test, V&V
Define Detailed Activities Quigniz = WAH'64
Outputs: Establish Safety Safety Critical SW Safety|Reqs
SSMP, SSPR, Program, Tailored SW éontrols 9 Verification o GI d
SWSPR Safety Program and Support V&V Test Results, adiator
tied to SW Resources Planning Updated Safety
Development Specify SW Artifacts, o ABV
Processes, Safety Control Measures as Hazard Closure
Staff, PHL Recommen-
b - SW Regs Track Test Results, X o
Initiate System Safety Failures, CA and dations CH-47

Hazard Analysis

s Regression Tests
Activities 8

Determine Verification
Methods for SW Safety
Reqs

o Kiowa Warrior

o JLENS
Integrate SW Effects 29 Rellrsz
in E{azard Analyses o FCS UAS
&SW Monitor & Support SW = T
2. SW Requir . Release Process Outputs: extron
i & A.-ci?::c:::-zn ) Define Safety- Released SW, . .
Development criticality of SW Closed Hazards, = United Space Alliance

Provide SW Safety Formally
Input to System Risk Processed

Assessments &Accepted
Residual

Risks, Safety
Conditions,
Monitor SW lIssues Limitations,
and Resolution After & Procedural
Fielding Controls
ID’d and
Implemented.

Safety Reqs &
Verification Level
of Rigor

Outputs: ID and Track System
Safety Regs in Hazards

Specs, Safety

Regs in Regs

Database, SW Identify SCSFs and

Development SW contributions to

Safety Regs in System Hazards
SDD, SDP

Assess risk mitigation
of proposed SW
hazard controls

Outputs: PHL, PHA, SSHA, SHA, HTS, SC SW Requirements Matrix,
SW Safety Analyses, Metrics, Test Plan Procedure Updates, Independent
Assessments, SSRAs

Satisfies System Safety requirement for a structured safety process that Identifies, Assesses, Reduces the Risk of,
and Assesses/Accepts the Residual Risks of the Software’s contribution to System Hazards



Accomplishments

= |dentified safety critical software functions &
requirements

= Performed independent software safety assessments
= Performed/analyzed hazard tracking data

= Performed software safety analyzes

= Prepared software safety metrics plan

= Implemented software safety metrics program
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