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Dr. Safie is currently serving as a Principal Reliability Engineer at APT
Research. He holds a Bachelor, a Master, and a Doctorate degrees in
Systems Engineering.

Dr. Safie retired from NASA/MSFC in 2016 as the Agency Technical
Fellow For Reliability and Maintainability (R&M) engineering with over
30 years of service. Prior to his assignment as the NASA Technical
Fellow for R&M, he held several leadership positions in the areas of

Probabilistic Risk Assessment (PRA), reliability engineering, system safety, and quality
engineering.

Beside his many years of service at NASA, Dr. Safie served for over 20 years as an
Adjunct Professor of Systems Engineering at the University of Alabama in Huntsville
(UAH).

Dr. Safie received many Honors and Awards and published over 40 papers in
probabilistic risk assessment, reliability engineering, system safety, and quality
engineering.
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Objective

The objective of this
presentation is to discuss
the NArt and
PRA and to provide a
better understanding of
the PRA process, tools,
methodologies, and their
applications in assessing
the risk of complex
technological systems.
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Probability Definition

A Probability is a numerical measure of the likelihood of
occurrence of an event.

A Probability is quantified as a number between 0 and 1 (where
O indicates impossibility and 1 indicates certainty).

A The higher the probability of an event, the more certain that
the event will occur. In other words, the probability of an event
A is a quantity that satisfies the following axioms:

0 O P(A) O 1
P(certain event) = 1
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Quantitative Risk Assessment (QRA) s |

A Unique Probability Application

A Quantitative Risk Assessment (QRA) is a formal and systematic approach to
estimating the likelihood and consequences of hazardous events, and expressing

the results quantitatively as risk to people, the environment, or property.

A Quantitative risk assessment requires calculations of two components of risk:
The likelihood of failure and the magnitude of impact if the failure occurs

(consequences).

Risk =Probabillity of failure x Consequences of failure

A You may also rephrase as "risk = failure probability x damage related to the
failure."

s For example, assume you have to choose between 2 different alternatives A
and B: Ais subject to a disrupting event with probability 0.01 with a related loss
of 1000, while B is subject to a disrupting event with probability 0.02 with a loss
of 800. Calculating the risk, you have:

A Risk(A) = 0.01 x 1000 = 10
A Risk(B) = 0.02 x 800 = 16
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Probabilistic Risk Assessment SE A
ORI 7 s )8

Definition

A PRA s a comprehensive, structured, and PRA is the task of generating the
disciplined approach to identifying and triplet set:
analyzing risk in engineered systems and/or
processes. It attempts to quantify rare event 1 1 _ _
probabilities of failures. It is inherently and R RISK {SI’ I:)I’ q}
philosophically a Bayesian methodology.

A In general, PRA s a process that seeks ;.kinr;glc_)td
answers to three basic questions: (Probability)

3 What can go wrong S, P, C,
3 How likely is it (probabilities)? 7 P2 C,
SS pS C3

3 What is the severity of the degradation : : :
(consequences)? s, o -

3 What is the uncertainty associated with
the risk numbers.
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PRA VS. QRA E

A PRA and QRA have been used interchangeably across
Industry. However, at both NASA and Nuclear industry, the
term PRA has taken specific meaning and the PRA
application process has been very unique and specific and
could be considered as a special case of QRA.

A PRA addresses the uncertainty associated with the risk
numbers in addition to the likelihood and consequences of
failure of failure.

Note: PRA uses the Bayesian interpretation of probabilities to deal
with uncertainty. With the Bayesian interpretation of probability, the
Bayes law expresses how a subjective degree of belief should
rationally change to account for evidence.
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Reliability Definitions

A Reliability Engineering is the engineering discipline that deals with how to design,
produce, ensure and assure reliable products to meet pre-defined product functional
requirements.

A Reliability Metric is the probability that a system or component performs its intended
functions under specified operating conditions for a specified period of time. Other
measures used: Mean Time Between Failures (MTBF), Mean Time to Failure (MTTF),
Safety Factors, and Fault Tolerances, etc.

A Operational Reliability Prediction is the process of quantitatively estimating the mission
reliability for a system, subsystem, or component using both objective and subjective data.

A Design Reliability Prediction is the process of predicting the reliability of a given design
based on failure physics using statistical techniques and probabilistic engineering models.

A Process Reliability is the process of mapping the design drivers in the manufacturing
process to identify the process parameters critical to generate the material properties that
meet the specs. A high process reliability is achieved by maintaining a uniform, capable,
and controlled processes.

A Reliability Demonstration is the process of quantitatively demonstrating certain reliability
level (i.e., comfort level) using objective data at the level intended for demonstration.
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Design it Right and Build it Right

s e i o
Design Reliability Process Reliability
The Challenger The Columbia
Accident CEIement Design) C Processing ) Accident
Map the CDP CIREE Identify Critical
To —‘T' Process Variables
‘ [ : Processing = (CPV)
Critical Design = n
Parameters (CDP) CProcess Characterization )
Explore T
Materials Properties Relationship w—! Process —we. i
& between CDPand x '( cDP=f(CPV)
Ge01netry CPV 5
\vl MP_, & JAOPJIPV NPV ] + (EOP/aPV OPY.,)

1
}\\ ! C Process Control )
s ks
Stfa}b\ SelectControl T AssessProcess
Cycles Strategy e — Capability

Material Models

A The chart shows that critical design parameters (on the left) are mapped in the
process (on the right). The result is a set of critical process variables which are
assessed for process capability, process uniformity, and process control.

A The design part is mainly driven by the loads and environment vs. capability.

A The process part is driven by process capability, process uniformity, and
process control.
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Design Reliability
(Based on Physics and
Design and Test data)
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\

Demonstrated Reliability
(Based on
Objective Data)

—p

Operational Reliability

\ 4

Process Reliability
(Process Capability,
Uniformity and Control)

/

(Based on Objective <
and Subjective Data)

Surrogate Data, Test
Data, Field Data,
Generic Data

T

Bayesian Analysis

v

Probabilistic Risk Assessment
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Reliability Prediction vs. PRA

Use

Discipline
Domain
Objective
Measure

Focus

How Done& <

Input

Users
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Reliability Prediction

Methodology to predict reliability

Reliability engineering

System design

Successful system function
Probability of success (e.g., 0.999)

Loss of system function, causes, and effects

FMEA (Failure Modes, Mechanisms,
Loads/Environments) A RBDs/Failure Logic
Diagrams A Probability & Statistics

System design and process (e.g.,
manufacturing) data, FMEA, etc.

Engineering design, program management,
maintenance planning/logistics support,
system safety/PRA (i.e., input to PRA)

SAFETY EN

PRA

Methodology to predict system/mission accident risk

System safety/reliability
Mission

Accident avoidance
LOC/LOM(e.g., 1/500)

How and to what extent accident risk propagates
from hazards/failure events, i.e., hazardous/failure
events and their consequences

Hazards/Failure Mode Effects A Event Sequence
Diagrams A Event Trees A FTA A Probability &
Statistics

Mission data, hazard analysis/FTA, failure
modes/effects, reliability predictions (i.e., uses
output from reliability prediction)

Engineering design, mission design, program
management
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History of PRA

Early PRA Development

A In late fifties / early sixties Boeing and Bell Labs developed Fault Trees to evaluate
launch systems for nuclear weapons.

A Nuclear Power industry picked up the technology in early seventies and created
WASH-1400 (Reactor Safety Study) in mid seventies.

A This is considered the first modern PRA. It was shelved until Three Mile Island (TMI)
incident happened in 1979.

A It was determined that the WASH-1400 study gave insights into the incident that could
not be easily gained by any other means.

A PRAis now practiced by all commercial nuclear plants in the United States and a large
amount of data, methodology, and documentation for PRA technology has been
developed by the industry and the Nuclear Regulatory Commission (NRC).

A All new nuclear plants must license their plants based on PRA.

A NASA experimented with Fault Trees and some early attempts to do PRAs in the
sixties but then abandoned quantitative risk assessment

A Throughout the Apollo Program and until the Challenger Accident, NASA relied heavily
on worst-case Failure Modes and Effects Analysis (FMEA) and Hazard Analysis for
reliability and safety assessments
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NASA PRA Studies and Documents (Partial list) E

Space Shuttle PRA for Galileo mission (PRC)

Galileo PRA update (SAIC)

Space Shuttle PRA (SAIC)

Space Shuttle PRAT QRAS

PRA for the International Space Station

PRA studies in support of nuclear missions

Completion of QRAS and its commercialization

NASA Procedural Requirements for PRA

PRA Procedures Guide for aerospace applications

Fault tree handbook for aerospace applications

Dynamic fault tree methodology and software

PRA for conceptual design (Exploration Systems Architecture Studies (ESAS))
Constellation Systems PRA

NASA-SP-2009-569: Bayesian Inference for NASA Probabilistic Risk and Reliability Analysis
Space Launch System (SLS) PRA

> > > > > > > > > > > > > > >
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| mportant &

A The PRA process described in the following charts has been mainly used, in
one form or the other, by aerospace and nuclear industry. However, the tools
and techniques discussed are universally used by PRA analysts across all
industries.

A PRA can be conducted at different levels
3 System level i A nuclear plant or a Space Shuttle
3 Sub-system level i A rocket engine safety upgrades
3 Component level i Tube Nozzle vs. channel wall nozzle safety trade study
3 Failure mode level T Foam failure leading to loss of system

A The PRA process described here can be significantly simplified depending on
the level of PRA complexity.

A In some cases, PRA can be conducted using only a single tool such as a
simple fault tree or a simple closed analytical form if uncertainty analysis is
not required.
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The PRA process i Main Elements EAC

GATHERED RESULTS
END STATES

Detailed technical 1>
information on the b o g
Fs

systems modeled

FAILURE HISTORY DATA ‘

Source: NASA/HQ
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PRA Process

A Space Shuttle PRA Process Example

] . Data Analysis
_Deta”ed_ technical {(Generic Data, Shuttle
information on the Data, CCF, HRA, etc.)

systems modeled

SR

FMEA/CILs
— L Fault Tree Models
Master Logic Diagram Event Tree Development of Function Tops

Leading to LOCV

(MLD) Development

Svstem/Element
:’ Level Model

Integration

Identification of
Candidate Accidents

—

= =

Hazards (HAR)

Event Sequence

Eamm

Source: NASAT Space Shuttle PRA integration Report 3.0

RESULTS
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PRA Skills Needed

..... = b LOgiCAl Structures

Understanding Engineerin g Science
Systems

Engineering
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Probabilistic Risk Assessment

The Knowledge and Tools Needed

A Specific tools and techniques you need to have knowledge of
(as a minimum) are:

3 Probability and statistics
Master Logic Diagram (MLD)
Event Trees (ETs)

Fault Trees (FTs)

Event Sequences (ESDs)
Bayesian Approach

N N N N N N

Common cause and Human Reliability Analysis (HRA)
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PRA Process Steps

A In general, in developing a PRA for a given undesired event, the following
general steps are followed:

3 Step 1. A Master Logic Diagram (MLD) is developed for the undesired
event that identifies and categorizes all hazardous events that can lead to
the undesired event. This serves as a check of the completeness and
identifies data sources that can be used to help estimate the probability of
occurrence of the hazardous events.

3 Step 2. For an undesired event that is associated with a mission, an
overarching mission event tree is then developed. The overarching mission
event tree, or simply mission event tree, identifies the different functions that
required for the mission and the different mission phases. If the undesired
event is limited to a given function or system failing, then the mission event
tree need not be developed. In this case a fault tree might be used to
conduct the PRA.

© 2019 A-P-T Research, Inc. T-19-00700 | 23
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The PRA Process Steps (Continued) E

A Step 3. Sub-event trees, fault trees, and event sequence diagrams are then
developed that expand the mission event tree. These logic models define the
intermediate events and basic events that contribute to the top events
identified in the mission event tree.

A Step 4. The sub-event trees, event sequence diagrams, and fault trees are
next linked to the mission event tree. This is carried out using one of the
standard PRA software codes that are available (e.g., Systems Analysis
Programs for Hands-on Integrated Reliability Evaluations (SAPHIRE),
Quantitative Risk Assessment System (QRAYS)).

A Step 5. Using the linked mission event tree, we quantify the probabilities
associated with the different scenarios that lead to the undesired event,
determine the risk importance of the contributors to the undesired event, and
carry out additional uncertainty and sensitivity analyses.
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The Master Logic Diagram

A An MLD is a hierarchical, top-down display of Initiating Events (IES),
showing general types of undesired events at the top, proceeding to
Increasingly detailed event descriptions at lower tiers, and displaying
|IEs at the bottom.

A The objective of the MLD is to identify all the events that can result in
the undesired event. The MLD accomplishes this by breaking the
undesired event into different, general scenarios in which the
undesired event can occur. These different general scenarios define
all the different ways in which the undesired event can occur.

A Each general scenario is again divided into more specific scenarios
In which the general scenario can occur. The subdividing of a
scenario into more specific scenarios is repeated until the events are
identified that can initiate the scenarios. The identified events are the
basic events that are treated as basic causes for the undesired event.

© 2019 A-P-T Research, Inc. T-19-00700 | 26



SAFETY ENGINEERING

The Master Logic Diagram (Continued)

A While many of these initiators are related to the unreliability of critical
mission functions via a component functional failure, there are a
significant number of events that are not purely functional failures,
e.g., flammable or explosive fluid leaks.

A It is important that each of the events in the MLD be identified as to
where it is included in the PRA or, if not, why it is not.

A The events can also be grouped in terms of the system affected, the
type of event, and the way it is handled in the PRA.

A Initiating events are traditionally developed using an MLD to populate
the top events in the mission event tree, the next step in the PRA
process.

Note: In some cases, the program hazard analyses, FMEA, and other
available analyses are used in place of a traditional MLD.
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Highest Level
of Hierarchy

Function j agcton Level 1
Function i J Function k Function | (e.g., thermal Function n .
(e.g., thrust) Function
control)
I I
Propulsion e
P control system Level 2 System
system (TCS)
| |
[ | [ | |
TCS TCS TCS Level 3
RLSIeLSeLL RRLSIELSEL2 Subsystem 1 Subsystem 2 Subsystem 3 Subsystem
. | ' |
Distribution
Mode | | L s

Group as an IE
Category if produce
the same system
response

6@@%@ g@%g -

Hierarchical (top-down) method for obtaining initiating events

Information Source: NASA
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The PRA Process i Step 2

The Overarching Mission Event Tree

A The overarching mission event tree, or simply mission event tree,
identifies the different functions required for the mission and the
different mission phases. As mentioned earlier, if the undesired event
IS limited to a given function or system failing, then the mission event
tree need not be developed. For example, the integrated Space
Launch System (SLS) PRA ascent model was implemented as a fault
tree model.

A The mission event tree is usually divided into phases. For the Space
Shuttle mission event tree, for example, phases were defined as
Launch (Ascent), Orbit, and Entry/Landing.

A The following example illustrates the mission functional event tree for
the Launch (Ascent) phase of the Space Shuttle
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The Mission Event Tree

Launch (Ascent) Phase

SAFETY ENGINEERING

X Top #1
Sub-ET:
(Sub_ET_IGNIT)

Top #2
sub 1 ET:
(Sub_ET_FIRE)

Top #3
sub-ET:
(Sub_ET_THRUST)

Top #4
sub-ET:
(Sub_ET_Separation)

Top #5
Ssub-ET:
(Sub_ET_Shutdown)

Top #6
Sub-ET:
(Sub_ET_OBT_INSERT)

END-STATE-NAMES

LAUNCH_START | IGNIT_PROCESS | FIRE_PREVENTED THRUST_ SEPARATION_ SHUTDOWN_ ORBIT_INSERT Frequency
The Top-level Functional Event Tree for ASCENT 1 ASCENTOK
2. BAD_ORBIT
3. SHUTDOWN_
FAILURE

© 2019 A-P-T Research, Inc.

4. SEPARATION
_FAILURE

5. THRUST
_FAILURE

6. FIRE_
OCCURS

7. IGNITION
_FAILS
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The Mission Event Tree

Launch (Ascent) Phase

A The beginning event of the event tree is Launch.

A Launch is followed by Ignition, Fire Prevented, Thrust, Separation, Shutdown, and
Orbit Insertion.

A Ignition involves main engine and booster ignition.

A Fire Prevented is identified as a top event since it cuts across all remaining functions
and renders them failed or not called upon. Fire could be also be identified as a lower
level contributor, but it would need to be included as a cause of the loss of each
function.

A Thrust involves the required thrust from both the main engine and the booster.
A Separation is the separation of the external tank.
A Shutdown is the shutdown of systems used in Ascent.

A As observed from the event tree, if any Ascent function fails (the down branch),
mission failure (LOCV) is assumed and no remaining functions are called upon.

A The end state at the right of each path identifies the particular function that fails.
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The Mission Event Tree
Sub-event Trees )

A The mission event tree needs to be expanded into more detailed events in
order to be able to quantify the probabilities of the end states.

A This expansion can be carried out using more detailed event trees, i.e., using
sub-event trees.

A In using sub-event trees, a top event is expanded into a sub-event tree.

A Each success path and failure path for the top event is replaced by the set of
paths for the sub-event tree.

A The set of sub-event tree paths constituting success of the top event
replaces the success path for the top event.

A The set of sub-event tree paths constituting failure of the top event replaces
the failure path for the top event.

A Using available PRA codes this substitution can be done automatically.
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The Mission Event Tree

The Sub-event Tree for the Shutdown Top Event S={e=

A The next chart illustrates the sub-event tree for the Shutdown top event in the
Ascent mission event tree.

A The top events of the sub-event tree are Shutdown Start, Main Propulsion
System (MPS) Dump, MPS Purge, External Tank Umbilical Doors Close, and
Auxiliary Power Unit (APU) Shutdown.

A There is one success path where all the actions are successful and this is the
top end state. The remaining four end states are failure states of Shutdown.
Thus, the success path for Shutdown in the Ascent mission event tree is
replaced by the success path in this sub-event tree, where all the top events
are successful.

A The failure path for Shutdown in the Ascent mission event tree is replaced by
the four failure paths of the sub-event tree. Each of these expanded
Shutdown failure paths, and the expanded Shutdown success path, would be
linked to the remaining paths in the Ascent mission event tree as identified in
the mission event tree.
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The Mission Event Tree

The Sub-event Tree for the Shutdown Top Event ==&

A Sub-Event Tree for the Shutdown Top Event of the Mission Ascent Event Tree

Separation process
completed

SHUTDOWN START MPS_DUMP MPS PURGE ET_UMB_DOORS APU SHUTDOWN # END-STATE-NAMES FREQUENCY

1. ALL_SHUTDOWN OK

2. LOCV
APU_SHUTDOWN

3. LOCV ET_DOORS

4. MPS PURGE_FAIL

5.MPS DUMP_FAIL

© 2019 A-P-T Research, Inc. T-19-00700 | 36



SAFETY ENGINEERING

The Sub-event Tree1 FT and ESD

A When the top events of the sub-event trees are at a system level then
a fault tree can be used to expand the top event in terms of
component failures and basic events.

A The fault trees that are developed can then be linked to the mission
event tree using available PRA computer codes.

A Event sequence diagrams (ESDs) can also be used to supplement
mission event tree. An ESD, which is a special type of event tree, Is
particularly applicable for modeling and communicating the impacts
of special failure modes and physical phenomena.

A The following charts illustrate a part of the fault tree constructed for
failure of the Auxiliary Power Unit in the Shutdown sub-event tree
previously illustrated.

A An ESD for the Booster Separation Motor (BSM) crack failure mode
for the failure of the BSM in the Thrust sub-event tree (not shown).
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APU 1 FAILS DURING
ASCENT

1
[ AscT TOoP _aAPuU 1|

lllustration of a Part of a Fault

I 1

[ree for the Failure of APU MECTANICAL FUEL svsTEMLEAKS
ELECTRICAL FAILURES
CAUSE APU SHUTDOWN
ASCT G101 ASCT G125
Page 5
c 1
CONTROL FAILURE FUEL SYSTEM FAILURE LUBE OIL SYSTEMFAILS
G003 Goo2 ASCT_G102
Page 2 Page 4
c T z
APU 1 INADVERTENT O/S INADVERTENT U/S CONTROLLER SWITCH
U/S SHUTDOWN BY SHUTDOWN COMB INAT ION FAILS
CONTROLLER OF FAILURE
1
[ AriainADOsUs | ASCT G122 G009
c z
2 OF 3 MPUS FAIL CONTROLLER POWER
FAILURE
ACST G123 ACST G124
2
c \ c \
APU 1 MPU 1 FAILS IN APU 1 MPU 3 FAILS IN APU 1 RPC 1 FAILS APU 1 RPC 2 FAILS
OPERATION OPERATION
1 1 1 1
[ A1AOCAZMPUIMLIA ] [ A1AOCAZMPUIMIIC ] [ A1AOS6N201701A ] [ A1AOS56N201701B ]

APU 1 MPU 2 FAILS IN
OPERATION

1
[ AlAO42MPUIM1 1B
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The Sub-event Tree i FT and ESD

Booster Separation Motor Cracked Throat ESD =&

Initiating Event Pivotal 1 Pivotal 2

Throat Crack
Occurs with
Depth propagation
To axial direction

Debris is > Debris impacts
generated ET/Orbiter

A MS is defined as mission Success
A LOVC is defined as loss of crew/vehicle
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PRA Software Codes

A In step 4, the sub-event trees, event sequence diagrams, and fault
trees are next linked to the mission event tree. This is carried out
using one of the standard PRA software codes available. In the
following section, we will discuss two PRA software codes that have
been extensively used by industry and Government. The two PRA
software codes are:

3 Systems Analysis Programs for Hands-on Integrated Reliability
Evaluations (SAPHIRE)

3 Quantitative Risk Assessment System (QRAS)
A The following charts briefly describe QRAS and SAPHIRE software
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Systems Analysis Programs for Hands-on

Integrated Reliability Evaluations (SAPHIRE) &

A SAPHIRE stands for Systems Analysis Programs for Hands-on
Integrated Reliability Evaluations.

A SAPHIRE is a probabilistic risk and reliability assessment software
tool.

A The system was developed for the U.S. Nuclear Regulatory
Commission (NRC) by the Idaho National Laboratory.

A Development began in the mid-1980s when the NRC began
exploring that Probabilistic Risk Assessment (PRA) information could
be displayed and manipulated using the emerging microcomputer
technology.
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A QRAS is a fully integrated environment for constructing and analyzing risk
models.

A The latest version of the software completes the transformation from the
original software as developed by NASA and the University of Maryland.

A Although initially developed for NASA, the features of the latest version of
QRAS allow it to be applied to a wide range of applications, including
aerospace, military, transportation, as well as medical procedures.

A With QRAS you can develop risk models in the form of event sequence
diagrams and fault tree models.

A Pivotal events in the risk scenarios are further detailed using fault tree
models or other models. Each scenario eventually leads to an end-state and
consequence that designates the severity of the outcome of the particular
scenario.

A ESDs are organized using a system hierarchy, consisting of structural or
functional decomposition. A mission timeline allows the break down of the
overall mission into multiple mission phases.
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PRA Quantification/Evaluation

A Once event trees and fault trees are constructed and linked, then the
PRA Is evaluated.

A The PRA evaluation first involves assembling component failure rate
data and data on basic event probabillities.

A Once this data is assembled, it is input along with the event trees and
fault trees to a PRA computer code for quantification/evaluation.

A In the following section, as part of the quantification/evaluation step
of the PRA process, we will discuss the Bayesian approach for PRA
guantification.
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PRA Quantification

The Bayesian Approach

A Bayesian analysis is so critical in the quantification of PRA. It has a
key role in the PRA uncertainty analysis.

A Bayesian approach is a viable approach for PRA guantification
because in a PRA study data is scarce and models are complex.

A Bayesian approach:

3
3
3

Is not limited to observed data.
It allows a wide variety of evidence to play a role in inference.

It allows uncertainty to be characterized and propagated through risk
model.

It provides a way to explicitly introduce assumptions regarding prior
knowledge or ignorance.

If the prior information is encouraging, less new testing may be needed to
confirm a desired MTBF at a given confidence.

© 2019 A-P-T Research, Inc. T-19-00700 | 46



SAFETY ENGINEERING

The Bayesian Approach

Aln probabildi
or Bayeso ru
prior evidence.

A With the Bayesian interpretation of probability, the theorem expresses
how a subjective degree of belief should rationally change to account
for evidence. This is Bayesian inference, which is fundamental to
Bayesian statistics.

ABayesian inference is a statistic
used to update the probability for a hypothesis as evidence is
acquired.

ty and statistics, B a
| e) rel ates current t
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Bayesian vs. Classical Statistics

A Classical statistics tries to make inference on the unknown
parameters via sampling failure times and establishing confidence
Intervals for parameters and eventually life length distribution
percentiles (A and B allowable).

A In the Bayesian approach, probability is a quantification of degree of
belief.

A Bayesian statistics uses the notion that uncertainty about the
parameters can be expressed via probability distributions called prior
distributions.

A The prior distribution is key to a successful Bayesian analysis.

A The construction of the prior distribution depends on careful
guantification of sound expert judgment for the problem at hand.

A This process requires the use of domain experts for defensible
Implementation.
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The Epistemic Uncertainty

A In Bayesian analysis, failure models such as exponential, binomial,
etc., are called aleatory models.

A Most parameters of those models are themselves uncertain. We
described this second layer of imprecision as epistemic uncertainty.

A Epistemic uncertainty represents how accurate our state of
knowledge is about the model, regardless of model type.

A If we use an aleatory model (e.g., Poisson), and if any parameter of
these models is uncertain, then the model has epistemic uncertainty.

A To determine the nature of the epistemic uncertainty, we rely on
Bayesian quantification methods.

© 2019 A-P-T Research, Inc. T-19-00700 | 49



SAFETY ENGINEERING

The Bayesian Process

A The general Bayesian procedure is:
3 Begin with a probability model for the process of interest.

3 Specify a prior distribution for parameter(s) in this model, quantifying
uncertainty, i.e., quantifying degree of belief about the possible parameter
values.

z Obtain observed data.

35 Determine the posterior (i.e., updated) distribution for the parameter(s) of
interest.

3 Check validity of model.
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Bayesian Priors

ACommonly used Bayesian Priors
3 Conjugate priors
35 Non-conjugate priors
3 Non-informative priors
3 Others
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Conjugate Priors

A In Bayesian probability theory, if the posterior distributions are in the same
probability distribution family as the prior probability distribution, the prior and
posterior are then called conjugate distributions, and the prior is called a
conjugate prior for the likelihood function.

A Example, if the likelihood function is Gaussian, choosing a Gaussian prior
over the mean will ensure that the posterior distribution is also Gaussian.
This means that the Gaussian distribution is a conjugate prior for the
likelihood function that is also Gaussian.

Prior Likelihood Posterior
Distribution Function Distribution

Beta Binomial Beta
Gamma Poisson Gamma
Normal Normal Normal

Lognormal Lognormal Lognormal
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Conjugate Prior SEAC

A Beta Conjugate Prior Example

A Binomial Likelihood i Beta Conjugate Prior
3 Binomial distribution is likelihood function for Bayesian inference.

3 Conjugate prior to binomial likelihood function is beta distribution with
parameters Uand b .

3 The posterior distribution of p is
beta(a, o Bpost)
»a_ . =a_. +X (X = # events)

post prior
Doost = pfd + N -X (ntotal # trials)

Where X is the number of events (i.e. failures)
n is the sample size
P is the Binomial parameter
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Conjugate Priors

Relief Valve Example

Example
A Relief valve fails to open - Binomial likelihood function

A The prior distribution for failure of a relief valve to open on demand is
given (from an industry database) as a Beta distribution with

3 alpha prior =1.24
3 beta prior = 189,075.

A Assume two failures to open have been seen in 285 demands. Find
the posterior distribution of the probability that the valve fails to open
on demand and a 90% interval for p (5th and 95th percentiles)
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Conjugate Priors

Relief Valve Example

Solution

A The likelihood function for failures of relief valve is binomial distribution
with parameters:

3 N =285 demands
3 p = probability of failing to open on any given demand (unknown)
A Binomial distribution is likelihood function for Bayesian inference.
A Conjugate prior to binomial likelihood function is beta distribution.
s Parameters are U = 1.24 and b = 189,

A parameters alpha post = 1.24 + 2 = 3.24 and beta post = 189,075 + 285
I 2=189,226. The posterior mean of p is given by 3.24/(3.24 +
189,226) = 1.7 x E-5.

A The posterior 5th percentile is given by BETAINV(0.05, 3.24, 189226) =
5.0 x E-6 and the 95th percentile is given by BETAINV(0.95,
3.24,189226) = 3.5 x 10-5.
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Nonconjugate Prior Distributions E

A A nonconjugate prior is one in which the prior and posterior
distribution are not of the same functional form. In such cases,
numerical integration is required.

A In the past, this has been a limitation of Bayesian inference, and is
one reason for the popularity of conjugate priors. Integration is no
longer a problem, given modern computing power and open-source
software (e.g., Win BUGS). This is discussed in detail in Bayesian
Inference for NASA Probabilistic Risk and Reliability Analysis,
NASA Special Publication 2009-5609.

A As an example, generic databases often express epistemic
uncertainty in terms of a lognormal distribution, which is not
conjugate with the binomial likelihood function.
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Nonconjugate Prior Distributions
Facts about the Lognormal Distribution =

A Facts about the lognormal
3 Median of x =e®,
3 Mean of X is exp(m+ s2/2), Mean > median (skewed to the right)
s Variance of X is (mean)?[exp(s?) i 1]
3 500 9% =1Q, 95% Q 8 | 5P Q B8

~n 950 50  [wble g
5 OO0 5gms Bwe B we
A If the median (50t %) and the EF are given, 95t %, the mean, and the
standard deviation of the Lognormal distribution are calculated.

3 50th % = !Q ) m
3 'O “O ‘Q 8 EE— S
1))
3 !O “O 5905—m2) I 95th %
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Nonconjugate Prior Distributions

Example

A We illustrate the case of a lognormal prior with the following example:
3 Relief valve fails to open (binomial model) and lognormal prior.

3 Continuing with the relief valve example, assume that instead of the
conjugate prior in that example, we are using a generic database that

provides a lognormal prior for p.

3 Assume the generic database lists the mean failure probability as 1E-6
with an error factor of 10. Assume that our observed data are two failures
in 285 demands. The Win BUGS script is used to analyze this example.

A Solution

3 Running the Win BUGS script for 100,000 iterations, discarding the first
1,000 iterations to allow for convergence to the posterior distribution, gives
a posterior mean for p of 4.7 x E-5 and a 90% interval of (1.9%XE-6, 1.8 x E-
4). Note that when the prior distribution is not conjugate, the posterior
distribution cannot be written down in closed form.
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Noninformative Prior Distributions

A Noninformative priors are also known as formal priors, reference
priors, diffuse priors, and vague priors. Noninformative prior is the
name most commonly employed in PRA.
AThe original Il ntent of nAnoninform
How do we find a prior representing complete ignorance?
A Bayes suggested a uniform prior. That is a Uniform distribution over
the interval [0,1]. This is equivalent to a Beta distribution with both
parameters equal to 1 (B(1,1)).
A Other priors have been developed. Jeffreys non-informative prior is
most common one for single-parameter problems.
s For Poisson(at) dat a
Adeffreyadasonmative prior for & can be t hc
3 For binomial(n, p) data
A Jeffreys non-informative prior for p is beta(1/2, 1/2), which is a proper prior.
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Noninformative Prior Distributions Examples S 77

A If in a PRA analysis, a noninformative prior is assumed, that is a
Uniform distribution over the interval [0,1]. This is equivalent to a Beta
distribution with both parameters equal to 1 (B(1,1)). In this case,
The Posterior distribution becomes B(f+1, n-f +1). Where f is the
number of failures and n is the number of trials in the observed data.

A Example: The initiating event for the failure mode, Turbine Blade
Porosity in a rocket engine turbine blade, is quantified using
success/failure data. Of 200 blades made with the new single tier
casting process, only three were considered failures due to excess
porosity. With f = 3 and n = 200, the Epistemic uncertainty (posterior
distribution) for this event is quantified with a Beta distribution with
parameters f+1 = 4 and n-f+1 = 198, i.e., B(4,198).
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More Bayesian Quantification Example

Initiating Event Pivotal 1 Pivotal 2

Throat Crack
Occurs with
Depth propagation
To axial direction

Debris is . Debris impacts
generated ET/Orbiter

Initiating Event :Prior Distribution used
per engineering judgment is as a non-

informative Prior: Beta ( &0.5, b =0.5). Pivotal 1 distribution: Pivotal 2 distribution:

Likelihood distribution based on Prlor_ls assumed as being Statls_tlcal model dlstrlbupon

Binomial inspections with 1 axial crack Non-informative Beta used_ is the Lognormal with

out of 313 detailed inspected. The (9'5’9'5)' . . Median value of 0.015E-02 and

failure is discounted 50% because the Likelihood IS derived Error Factor (.)f .

Billet from which it came will not be from no evidence of The 1.5E-02 is used from

Used. .Posterior estimate: Beta De_brls observed from 1 Transp_or? . .

distribution with alpha = 1 and beta = axial cracked throat Analysis information done in
Beta distribution is used 2001.

313. .
as posterior: Beta(0.5,1.5)
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Bayesian Analysis - Word of Caution

Comparison of Results
Using Two Different Priors For the Same Example

T T N

Case A Case B Case A Case B Case A Case B
(Beta (Beta (Beta
: (Jeffreys : (Jeffreys : (Jeffreys
Conjugate Prior) Conjugate Prior) Conjugate Prior)
Prior) Prior) Prior)
Relief
valve 1.7E-05 8.7E-03 5.0E-06 2.0E-03 3.5E-05 1.9E-02

Jeffreys non-informative prior for p is beta(1/2, 1/2)

&Word of caution: Selection of different priors can lead to significantly different results.

Information Source: NASA
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Bayesian Analysis - Word of Caution

A Prior distribution information may not be accurate resulting in
generating misleading conclusions.

A Customers may not accept validity of prior data or engineering
judgments.

A There is no one correct way of inputting Prior information (choice of
Prior) and different approaches can give different results.

AResults arendét objective and donbo

A The Bayesian approach can be controversial with respect to the
subjective prior input.
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A PRA Case Study

Space Shuttle Main Engine (SSME) Upgrades = ==¢

Objective: Develop a quantitative risk model to valuate
risk reduction due to proposed SSME upgrades

SSME Upgrades

BASELINE 6 ENGINE CONFIGURATION

PHASE I PRIOR TO BLOCK |
HPOTP/AT

BLOCK | TWO-DUCT POWERHEAD
SINGLE TUBE HEAT EXCHANGER
LTMCC

IMPROVED LPOTP
IMPROVED LPFTP
IMPROVED HYDRAULIC ACTUATORS

BLOCK I HPFTP/AT

BLOCK IIA

Where, HPOT/AT is High Pressure Oxidizer Turbo-pump/Alternate Turbo-pump
LPOTP is Low Pressure Oxidizer Turbo-pump
HPFTP is High Pressure Fuel Turbo-pump

© 2019 A-P-T Research, Inc. LPFTP |S LOW Pressure Fuel TUI’bO-pump
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A PRA Case Study

Space Shuttle Main Engine (SSME) Upgrades = °

Three Engine Cluster
SSME Risk Summary for the Different Upgrades

Engine 50th 95th
Configuration Percent|le Percentlle Mean Percentile

Phase Il 1in 848 1in 365 1in 192
Block | 1in 1088 1in 506 1in 257
Block IIA 1in 1865 1in 881 1in471

Block Il 1in 2597 1in 1067 1in 509
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Concluding Remarks

APRA can suppdbotméddi dkeci si on makin
data i not just a gut feel

A A well defined and documented systematic process involving the
appropriate disciplines (e.g., PRA, SE&l, reliability, design, and
manufacturing) and using the appropriate input data is very critical for
a value-added PRA study.

A PRA could be very expensive and it faces a level of skepticism with
respect to basic sources of quantification. However, it is a powerful
tool to model and quantify rare events when results are used in a
relative sense.
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DA

The following backup modules are part of the one-day PRA
course and are provided as extra material for completeness

SAFETY ENGINEERING

SEAC

& ANALYSIS CENTER

ZTTTT S

T DT

Safety Engineering and Analysis Center

A Division of A-P-T Research, Inc.

4950 Research Drive, Huntsville, AL 35805
256.327.3373 | www.apt-research.com

Copyright © 2019 A-P-T Research, Inc.
All rights reserved. The content of this presentation may not be reproduced or used in any
manner whatsoever without the express written permission of A-P-T Research, Inc.



BACKUPS
EVENT TREE ANALYSIS (ETA)

Note: Event tree Analysis is the main tool in the PRA process It is used to develop mission event
tree and sub-event trees. They also can be used as a stand-alone tool to perform a PRA study.
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Event Tree Analysis Overview

A Event tree analysis (ETA) is a forward binary logic modeling technique used
to determine the propagation paths (sequence of events) to a set of final
states resulting from a given initial state or condition.

Al nput to the ETA includes a defined i
from the FMEA, hazard analysis, or other source

Aln technical risk assessment, the ini
a hazard or failure, the intermediate events are potential propagation paths,
and the final states are either conditions of loss (degradation, damage,
destruction, death) or success.

A Event tree analysis is generally applicable for almost any type of risk
assessment application, but used most effectively to model accidents where
multiple safeguards are in place as protective features.

A Probabilities can be applied to the initial state and each node of the event
sequences to determine the probabilities of end states.

A ETA s a primary tool of PRA.

© 2019 A-P-T Research, Inc. T-19-00700 | 76



SAFETY ENGINEERING

Event Tree Analysis Overview

The Logic and Math

A Each branch represents
a separate decision
point or system action.

A Each branch should NO 1 OKAY f (1-P,)(1-Py)
have a success and (1-P)
H NO
, failure path. )
A A fault tree or other — ves — 2 OKAY f; (1-P)(Py)
analysis may be e
. Branch-Point
necessary to determine * Probabilities
b blt fth Initiating £ b(LP
pl’O a liity or the _ Event NO 3 Partial Failure P1(1-P2)
initiating event or pivotal (1-P;)
events. YES
- I:)l
A The sum of the ves — 4 Failure fi P1P,
probabilities at each P2

branch are equal to 1.0
(Bernoulli Model).

© 2019 A-P-T Research, Inc. T-19-00700 | 77



SAFETY ENGINEERING

Event Tree Analysis Overview s E

ETA Example - Propellant Leak

A A spacecraft is designed with two redundant sets of
thrusters (independent of each other).

A Each propellant distribution module consists of a
hydrazine tank, filters, distribution lines, normally-

open isolation valves, sensors, heaters, etc. (only 5 Space mission type: scientific
components that affect mitigation of leaks are s Performance measures of interest
shown). / Probability (loss of spacecraft)

/ Probability (loss of science data)

A When thruster operation is needed, the controller : o
s Propose design modification, if needed

opens the solenoid valves (not shown) to allow
hydrazine to flow.

Propellant Tank

A The controller monitors the pressure of feed-lines
via pressure transducers (P1 and P2). Itis
designed to differentiate between the normal

thruster operation and a leak. Controller C
A In the event of a leak, isolation valves (V1 and V2)
should both close. N2H4
A Successful termination of the leak leads to the loss K/
of one but not both, thruster sets. Vi | ||
A Failure to terminate the leak can cause damage to >
the flight critical avionics and/or damage to scientific @ o Otfotﬁ:‘uesf::s
equipment: >
3 Hydrazine acts as a wire stripper and is
corrosive. @ Isolation Valve

Pressure Transducer

Information Source: NASA

© 2019 A-P-T Research, Inc. T-19-00700 | 78



Information Source: NASA

© 2019 A-P-T Research, Inc.

End State
Probabilities

T-19-00700 | 79



