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The Challenge

APT and the current state of Al/ML. The technologies and definitions of Al/
ML have come a long way since the 1950s. However, the following has not
changed—the need to assure:

= That systems operate safely within human defined guardrails.
= That hazard controls and mitigations are solid and verified.
= Human health and safety.

How to assess risk posture in Al/ML systems? Artificial intelligence/
machine learning is a software and hardware interface system that, for a
fixed set of inputs, can produce nondeterministic outputs, approximations, or
multiple valid solutions. This makes applying traditional safety and assurance
processes complicated, as the boundary of certification and operational
envelop may not be static, strictly defined, or closely controlled during
development and operational phases.

To specifically address Al/ML system safety, APT developed a tailored
approach that leverages the best practices from classic hazard analyses
techniques, software system safety processes, data analysis, and
understanding the implementation of metaheuristics. APT engineers
are well versed in all these domains.

APT has the breadth and depth of subject matter experts
and seasoned safety and mission assurance engineers.

APT’s AlI/ML System Safety Approach

APT has the breadth and depth of subject matter experts and seasoned safety
and mission assurance. APT leverages this vast knowledge and expertise

in solving your Al/ML system safety challenges by applying our corporate-
developed innovative Al/ML System Safety Process.

APT’s Al/ML System Safety Process is best and most efficiently initiated during
the early system concept and design phase, to maximize the opportunity for
the process to truly inform the design/operations. However, it is never too late
to infuse Al/ML System Safety into your design and operation. APT’s Al/ML
System Safety Process can also be used deeper into the design or operational
phases as an independent check or validation assessment of risk posture.

The key to successfully achieving the necessary tailored level of rigor and
thoughtfully establishing a properly robust safety case lies within APT’s Al/ML
System Safety Process implementation.

Capabilities

= Plan/implement Al/ML system
safety programs

= System safety program
tailoring for Al/ML
components

= Defining Al/ML safety criteria

= Analyzing Al/ML system
hardware/software designs

= Al/ML training and testing
data issue resolution

= Al/ML risk assessment

= Al/ML hazard mitigation and
guardrail evaluation

= Al/ML operational domain
evaluation

APT provides the assurance services to enhance the confidence
in safety and mission success of your AI/ML systems.




This process was developed by A-P-T Research safety engineers to fill a void in the system safety industry for assessing
systems with integrated Al/ML models. APT can offer both program-level and Al/ML safety tasking support.

Program-Level Safety Decisions Al/ML Safety Tasks
Identify Assets
* Specify the operating domain of the Al/ML system

* Personnel, Equipment, Product, etc. » Identify Al/ML data pipelines

Identify Authority/Responsibility
* Who identifies hazards Estimate Level of Rigor —

* Who approves risk tolerance limits = Identify Al/ML influenced safety significant functions

* Who accepts residual risk * Determine the level of influence of each Al/ML module
Set Risk Tolerance Limits

* How much risk is acceptable A'/ML Risk Assessment

Qualitative System Analysis —

* Understand fundamental task Al/ML is trying to accomplish

* |dentify system safety critical functions Al/ML is addressing

» |dentify the interfaces between Al/ML decision making and
potential hazard sources

Operating Domain Analysis —

+ ldentify the extent of the system’s operating domain

RiSk Management CYCIE + ldentify limits in place to prevent the system from functioning
5 beyond its prescribed operating domain
Identify Hazards Y P perating
___| « Identify threats to each asset in terms of Data Analysis m
hazard source, mechanism, and outcome * Determine the origin of the training and test data

* Verify that the data selected is applicable to the system
requirements and operating domain

*» |dentify data pipeline and processing methods

* |dentify data anomalies

= Assure quality, and quantity of safety critical function data

* |dentify and isolate bias in training and test data partitions

Al/ML Model Analysis —

* Ensure the model is appropriately employed with sufficient input
parameters to characterize the operating domain

Module Performance Assessment g

+ Estimate confidence in Al/ML module

* Assess the Al/ML module's sensitivity to hazardous, non-
hazardous, and edge case data

+ Define ground truths to frame guardrails

S — Mitigation Implementation —

» Develop guardrails to constrain Al/ML module output
* Redefine operating domain

Verify & Validate Verification and Validation —

p ° Validate mission requirements are met + Validate implementation, data capabilities, and limitations
» Verify mitigations are adequate + \erify mitigations are adequate through testing

—*1 - Identify risk level of each hazard
(probability and severity)

= * Design change or implement mitigations

Risk Management is an iterative process throughout the system lifecycle
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